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Abstract

The secure transmission of satellite imagery is essential for contemporary remote sensing, surveillance, and
defense applications. Exchanging large, high-resolution datasets over insecure channels presents significant
challenges. Conventional cryptographic algorithms are frequently inefficient for image data because of in-
herent redundancy and pixel correlations. This study introduces an enhanced encryption framework that com-
bines adaptive hash-driven key generation, multi-chaotic synchronization, and reversible Fredkin logic to
achieve both high security and computational efficiency. Dynamic encryption keys are generated using the
SHA-256 hash of the input image. Unlike some existing encryption methods that prioritize pixels based on
spatial frequency and local contrast features, the proposed framework generates dynamic image-dependent
keys using a tri-chaotic system combined with SHA-256 hashing. This approach enhances randomness and
key sensitivity while improving resistance to statistical and differential attacks in satellite image encryption.
. Fredkin reversible logic gates facilitate bit-level swapping, ensuring complete reversibility of the encryption
process. Reed—Solomon error correction, a coding technique for detecting and correcting data errors, is in-
corporated into the pipeline to enhance robustness in satellite communication and enable recovery from trans-
mission errors. Experimental results on grayscale images demonstrate that the proposed scheme approaches
ideal entropy (7.999), resists differential attacks (with NPCR = 99.6% indicating the percentage of pixels
changing between encrypted images after a single pixel change in the original, and UACI = 33.2% measuring
the average intensity change), achieves low pixel correlation, and passes all NIST SP 800-22 randomness
tests. The framework offers a large key space exceeding 2%°¢ and achieves real-time encryption at 0.19 sec-
onds per frame using GPU-based parallel processing. These results confirm the scheme's security, efficiency,
and robustness for real-time satellite image transmission.
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1. Introduction to confidentiality, integrity, and authenticity [2].
Satellite high-resolution imagery is a critical resource While traditional cryptographic algorithms such as
for environmental monitoring, military reconnais- AES and DES are effective for securing textual data,
sance, and disaster management [1]. However, trans- their application to large-scale image data is limited

mitting such sensitive data over open or semi-secure by inherent weaknesses when dealing with high re-
communication networks introduces significant risks dundancy and pixel-level correlation [3].
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These algorithms often perform sub optimally on
image data, resulting in inadequate diffusion, confu-
sion, increased computational overhead, and reduced
real-time availability [4]. In response, chaos-based
encryption methods have emerged as promising alter-
natives to address these challenges [5]. Chaotic sys-
tems possess intrinsic properties such as nonlinearity,
sensitivity to initial conditions, and pseudorandom
behavior, which are highly advantageous in crypto-
graphic applications [6]. Consequently, chaotic maps
have been widely adopted in image encryption algo-
rithms to improve resistance to brute-force and statis-
tical attacks [7].

Nevertheless, many existing methods rely on a
single chaotic map or a limited set of key parameters,
resulting in lower entropy, reduced scalability, and
heightened vulnerability to known- or chosen-
plaintext attacks [8]. Furthermore, most approaches
fail to consider transmission noise, a critical concern
in satellite communication channels [9].

Simultaneously, reversible logic has attracted in-
creasing attention in contemporary cryptographic
system design. Fredkin and Toffoli gates exemplify
reversible logic gates, which support bijective input-
output functions and minimize information and en-
ergy loss during computation [10]. This characteristic
facilitates the development of lightweight, high-
speed encryption architectures that achieve strong
diffusion and confusion while ensuring perfect recov-
erability of the original data [11].

Furthermore, integrating reversible logic with
chaotic dynamics at the bit level has demonstrated
synergistic advantages, enhancing system robustness
and resilience [12]. Motivated by these advance-
ments, this work introduces a Multi-Chaotic Fredkin-
Logic-Based Image Encryption Framework specifi-
cally designed to secure satellite imagery. The pro-
posed scheme employs a combination of Logistic,
Lorenz, and Gauss chaotic systems to generate mul-
tidimensional, highly randomized keystreams. Addi-
tionally, it incorporates an adaptive SHA-256-based
key-generation mechanism that produces dynamic,
image-specific keys, thereby preventing key reuse
and strengthening resistance to cryptanalytic attacks
[13].
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Fredkin reversible logic gates enable conditional

bit-level swapping, which ensures complete reversi-
bility of the encryption process. To support real-time
applications, the diffusion step is optimized for par-
allel execution on a graphics processing unit (GPU),
significantly accelerating the encryption of high-res-
olution images.
Additionally, integrating a Reed-Solomon error cor-
rection code into the encryption stream enhances re-
silience against transmission noise and channel errors
commonly encountered in satellite downlink scenar-
ios [14]. This integrated approach aims to deliver a
secure, scalable, and computationally efficient en-
cryption framework that meets the demands of next-
generation satellite image transmission. Over the past
decade, significant progress has been made in chaos-
based and reversible-logic image encryption. Early
designs used individual chaotic maps, such as the Lo-
gistic, Tent, or Henon systems, for pixel permutation
and diffusion [5] and [6].

Still, these approaches suffered from limited key
spaces and were vulnerable to security attacks. Sub-
sequent research focused on multi-dimensional and
hyperchaotic systems, including Lorenz and Chen
maps, to improve unpredictability and key sensitivity
[7]. Other studies combined chaotic maps with DNA
coding, Arnold transforms, or zigzag permutations,
although these methods often incurred high computa-
tional costs and remained sensitive to channel noise
(8]

It is a fully integrated architecture, unlike the cur-
rently available chaos-based image encryption
schemes, which use a single chaotic map or a fixed
key parameter set for key generation. It incorporates
adaptive hash-driven key generation, tri-chaotic syn-
chronization, and reversible Fredkin logic operations.

This novelty lies in the simultaneous integration
of three mechanisms that augment security. First, dy-
namic key generation uses the SHA-256 hash algo-
rithm, with the input image serving as the key. Sec-
ond, a synchronized multi-chaotic system—combin-
ing Logistic, Lorenz, and Gauss maps—maximizes
entropy and key space. Third, reversible Fredkin
logic gates permit conditional bit-level permutations
and enable perfect decryption of the key. The frame-
work also includes parallel diffusion via GPUs and
Reed-Solomon error correction. This provides noise-
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resistant, real-time transmission of satellite images.
The proposed system achieves higher entropy, in-
creased resistance to statistical and differential at-
tacks, and greater computational efficiency than re-
cently reported systems [9—15]. It maintains the en-
cryption process's perfect reversibility.

2. Related Work

Chaos based image encryption and reversible logic
cryptographic systems have made a great advance-
ment in the field. Many researchers to make image
encryption algorithms more random and secure stud-
ied the chaotic dynamics of image encryption algo-
rithms. Indicatively, Singh et al. [9] proposed a hy-
brid chaos-based encryption system of multispectral
satellite images which had enhanced protection
against statistical attacks in terms of nonlinear per-
mutation and diffusion. Lin et al. [10] developed a
multi-chaotic encryption scheme with both permuta-
tion and diffusion techniques to increase entropy and
sensitivity to keys.

Their results indicated that encrypted images be-
came more random when multiple chaotic systems
were used compared to a single map in chaotic sys-
tems. Qureshi et al. [11] to increase the speed of en-
cryption and decryption of high-resolution images in
real time also used chaos-based cryptosystems with
the aid of the GPU parallel processing. Another im-
portant point of interest is to enhance the dependabil-
ity of secure transfer. Luo et al. [12] studied the Reed-
Solomon error correcting codes as a method of ensur-
ing a secure communication channel and demon-
strated that they assist in limiting channel noise and
communication errors in relaying encrypted photo-
graphs. In recent studies, multi-chaotic fusion has

been investigated in order to get a higher entropy and
expand the key space. Patel et al. [13], the authors
experimented with different combinations of chaotic
maps and discovered that by synchronizing multiple
chaotic systems they enhance randomness and be-
come more impervious to differential attacks. A hy-
brid approach that integrates reversible logic and
chaos-based approaches was also suggested by
Sharma [14] to protect images under resource-con-
strained settings. In more recent times, Wang et al.
[15] proposed an adaptive hash-chaotic encryption
scheme in transmission of satellite images to ensure
safety. It is a method that employs dynamic genera-
tion of keys and security mechanisms that are com-
pressed.

Although these studies have provided an improve-
ment in chaos-based image encryption, the majority
of works fail to present one framework that would
unite multi-chaotic synchronization, adaptable hash-
based key generation, reversible logic diffusion, GPU
acceleration, and error-resilient transmission. This
paper framework fulfills that gap in that it amalgam-
ates these attributes into one system of secure and
real-time satellite image communication.

3. Methodology

The proposed Enhanced Multi-Chaotic Fredkin-
Logic-Based Image Encryption Framework takes the
pipeline approach that entails an explicit sequence of
actions of transforming raw satellite images into en-
crypted forms that are secure and are intended to be
transmitted using possibly insecure communication
mediums. The general architecture of the system is as
illustrated in Fig 1.

: ; Diffusion
SHA-256 Cg:zg‘r’a'f:ry F’;‘f:““ Stage Reed-Solomon
Hash Logistic+Lorenz+Gauss Permutation Xoxdmular S
Satellite Image i
- Encrypted Image
Inverse Fredkin Reed-Solomon
Permutation J<—[ Inverse Diffusion ]1—[ Decoding

<
-

Recovered Image

Fig. 1 System Architecture of the Proposed Multi-Chaotic Fredkin-based Image Encryption Framework.
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This framework has six consecutive modules on the
topmost structure. Besides a certain degree of secu-
rity and efficiency, every one of the components con-
tributes another degree of security and efficiency as
it is described below.

3.1

It starts with an MxN grayscale or multispectral sat-

Satellite Image Input:

ellite image of I. The preprocessing required on the
image will be the removal of the redundant headers,
as well as normalizing the pixel intensities to the
range [0, 255]. This gives a certain degree of con-
sistency and eases the calculation of the hash in the
next step.

3.2 SHA-256 Hash Function (Image-Dependent
Generation of the key):

The I in the picture is then normalized and hashed
with an algorithm known as SHA-256 that produces
a content hash related to 256-bit KO. It is based on
this to initialize keys, i.e., a one-pixel movement in I
entirely alters the path of the key schedule. The key
is then divided into various parameters-initial condi-
tions of and control parameters , ¢, 4, and 4, which
are the driving force of all the multi-chaotic maps. It
offers uniqueness to each encryption session. Com-
pute the 256-bit digest.

| Ko = SHA256(]) (D) ]

and split it into parameters (scaled to map domains):

| Ko = (oYo 208 1m0 pB) [Q |

3.3 Multi-Chaotic System: Logistic, Lorenz, and
Gauss Maps

Based on the parameters obtained, three chaotic
maps, or Logistic, Lorenz, and Gauss, will be re-
ceived as a result of successive iterations to obtain a
pseudo-random sequence with high sensitivity to ini-
tial conditions. These maps are then fused with the
normalized summation and modular arithmetic to
have a high-entropy matrix C of the same size as I,
which then further increases the nonlinearity, but the
key space is further expanded to 1050, without men-
tioning that the statistical uniformity of the chaotic
output is also further increased. We apply systems of
Logistics, of Lorenz, of Gauss; of samples: Logistic
(chaotic regime p€[3.57,4]):
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Xn41 =Xp T+ AtG(Yn - Xn)

Vns1 = Yn + At (Xn(p - Zn) (3)
Zn41 = Znp + At (XnYn - BZH)
Lorenz (discretized Euler step at):
Xn+1 = an(l - Xn) (4)
Gauss (example chaotic form):
Bn+1 = e 8 + sin(mgy,) )
Normalize and fuse:
Cn = |mod ((x"n + y"n + g"n) - 1014, 256)| (6)

Forming a keystream matrix C of size 1.
3.4 Bit-Level Conditional Swapping Sym: flexible
and redundant code

The image is also decomposed into binary blocks,
usually 8 bits at a time. Fredkin reversible logic gates
are contained in these blocks. A complementary pair
of Fredkin gates, controlled by a bit, will swap bits
conditionally, and hence allow bit confusion (bit
scrambling) and bit propagating influence to co-exist
(bit influence diffusion). Due to the reversible nature
of the Fredkin logic, information can be perfectly re-
stored without loss of information, and the encryption
and decryption processes will be complementary to
each other. Fredkin gate (inputs A, B, C; outputs P,
Q. R):

P=A4,Q=(-A)BVACR=ABV (=A)C (7)
The use of bitwise 8X8 block applications and condi-
tional swaps based on C improves and maximizes the
diffusion/confusion and preserves reversibility.

3.5 Diffusion and Confusion Stages (GPU Imple-
mentation):
This is, in turn, preceded by two consecutive real-
time diffusions of the permuted pixel matrix on the
GPU. The first diffusion phase entails the XOR of the
values of the chaotic key stream elements and pixels.
In the second step, the adjacent pixels are combined
or added cumulatively in a modular manner, and the
intensity associations between adjacent pixels are
spread across the image. The paralleling via CUDA
threads (technology) of the GPU allows many thou-
sands of pixels to be handled simultaneously, which
in turn reduces the latency of the encryption opera-
tions (by some 30-40 percent) when the algorithm is
run only by the CPU. Permutation (index maps
nl,m2from chaotic sequences):
I'(i, j) = 1(mw1(D), m2()))

Two-stage diffusion:

(®)



Bilad Alrafidain Journal for Engineering Science and Technology

https://dx.doi.org/10.56990/bajest/2026.050110

ISSN: 2073-9524
Pages:113-123

Dy(i,j) =1'(,J)) ® C(, )
DZ(li])
=D(i,j — D+ D (i—1))
+ D,(i,j)mod 256
E(i,j) = D2(i,))
CUDA kernels process tiles in parallel for real-time

©)

throughput.
3.6 Reed—Solomon Error Correction:

The last image, which is in the form of RS codes cre-
ated by the Reed Solomon codes, is coded over the
GF(256) using the parameters RS(255, 239). This
adds redundancy to it, which allows it to recover up
to eight damaged bytes in every block in the course
of transmission. It is a highly critical choice in the
noisy satellite channels, such as those that are likely
to drop packets and cause bit errors, as a measure to
attain the lossless nature of the decryption at the re-
ceiving end. RS(n,k)- encode the cipher stream in
GF(256): to achieve robustness in the channel.

n
n =255k = 239, ¢ = (T) =3 (10)

This corrects up to 8 symbol errors per RS block
during transmission.

3.7 Performance Metrics (NIST + Classical)

To effectively assess the level of security and ran-
domness of the proposed encryption framework, first,
an array of classical metrics of images and statistical
tests of randomness has been used, i.e., NIST SP 800-
22 suite. These composite measures ensure that there
are high confusion and diffusion within the cipher im-
age, high entropy and mechanisms of overcoming the
differential and brute force attacks.

Entropy is used to tell the amount of randomness
in an image. With an 8-bit grayscale image, an ideal
encrypted image would have an entropy of 8, and its
images have uniform distribution of gray levels.

(11

0

H=- 2 p(s)log2 P(s)
255

With P(s) being the probability of a pixel being of

gray value S. High entropy (> 7.99) means that the
encrypted image has almost no redundant infor-
mation in it, and therefore, it is not possible to predict
the statistical image.

NPCR measures how the encryption algorithm is
sensitive to minute alterations in the plain image.
When a single pixel in the input is changed in a robust
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encryption scheme, the volume of the crystal cipher
should produce the output of a completely different
cipher.
NPCR = 1/MNYi,j [C1(i,)) (12)
= C2(i,j)] X 100%

Where D(i,j)=1 if C1(i,j)#C2(i,j(, otherwise 0. A
higher NPCR value (typically > 99%) demonstrates
strong diffusion capability. UACI is used to test the
average difference in the intensity between two ci-
pher images produced from slightly different plain
images:

1N 1)) —e2())]
UACI = o E i SEs x 1 (13)

Maximum defense against differential attacks,
UACI is near 33%.NPCR and UACI jointly establish
the avalanche effect of the system, as well as re-
sistance to the chosen-plaintext attacks. The correla-

00

tion is used to measure the dependence between
neighboring pixels in the vertical, horizontal, and di-
agonal positions. The value in the plain image is typ-
ically close to 1, whereas in the encrypted image, the
value should be close to 0.
BT, TS B
Tilxi —x)Xi(yi —y)?

The fact that the correlation coefficient is almost

equal to zero ensures that the pixel values in the ci-

pher image are statistically independent. PSNR is a
measure of the difference in perceptual quality be-

tween plain and encrypted pictures:
2

PSNR = 101 255 (15
= 04910 MSE )’ )

1 (16)

MSE = NINg, (1G,) - BG, )2

The low value of PSNR (less than 10 dB) is one
of the indicators that there is not much similarity be-
tween the encrypted image and the original one,
therefore high confidentiality. In fact, the image is
taken through the pipeline that consists of a crypto-
graphic hash, nonlinear chaotic transformation, re-
versible logic and error correcting codes. This is fol-
lowed by the achievement of a high security, en-
crypted image E which is statistically random. In the
reverse pipeline, the adaptive key parameters are in
reversed order, which actually recovers the original
image without loss, hence certifying reversibility and
the robustness of the proposed system.
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The detailed encryption procedure of the pro-
posed framework is illustrated in Fig. 2.

Start

v

Input Satellite
Image

v

Compute SHA-256
Hash

v

Generate Chaotic
Parameters

'

Generate Chaotic Sequences

v

Pixel Permutation(Fredkin)

¥

| Diffusion Stage |

Reed-Solomon
Encoding

End

Fig. 2 Flowchart of the Proposed Satellite Image
Encryption Process.

Fig. 2 illustrates the flowchart of the proposed
satellite image encryption process. The encryption
procedure begins by inputting the satellite image, fol-
lowed by computing the SHA-256 hash of the image
to generate a unique key.

The hash value is then used to derive the initial
parameters of the multi-chaotic system, which gener-
ates chaotic sequences using Logistic, Lorenz, and
Gauss maps. These sequences are employed to per-
form pixel permutation using Fredkin reversible
logic. Subsequently, a diffusion stage is applied using

(a)Original Histogram

Frequency

100

Gray Level

XOR and modular addition operations to enhance
confusion and diffusion properties. Finally, Reed—
Solomon encoding is applied to the encrypted data to
improve robustness against transmission errors in sat-
ellite communication channels.
4. Experimental Setup
The workstation was equipped with an Intel Core i9
processor, 64 GB of RAM, and an NVIDIA RTX
4090 GPU, on which all the simulations in this article
were performed using Python 3.11 and MATLAB
R2024a. CUDA leveraged GPU acceleration to par-
allelize diffusion and chaotic sequence generation.
To achieve the strength and generalization, the
suggested encryption plan was tested on numerous
satellite data, covering LANDSAT and SPOT images
with various resolutions (256x256, 512x512, and
1024x1024) and various texture features such as cit-
ies, plants, and desert landscapes.
The LANDSAT and SPOT datasets have been evalu-
ated using standard satellite images of different reso-
lutions (256x256 to 1024x1024) with different reso-
lutions. Encryption and decryption modules are ap-
plied on the basis of the pseudocode presented in Sec-
tion 3.8. All the images have been hashed using the
same key derivation based on SHA-256, which has
produced dissimilar chaotic parameters.

4.1

Fig. 3 Comparison of the histograms of the original

Visual Analysis Histogram

and encrypted images. The histogram of the original
image is extremely non-uniform with narrow peaks
in the gray levels, whereas the encrypted image his-
togram is uniform and flat, which indicates great en-
tropy and randomization of the pixels. The ciphered
images have no obvious structure or texture visually,
which proves high confusion and diffusion of all pix-
els.

(b)Encrypted Histogram

Frequency

Gray Level

Fig. 3 Histogram Analysis of Original and Encrypted Satellite Images.
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4.2

The correlation coefficients concerning horizontal,
vertical, and diagonal variations were calculated for

Statistical Analysis (Correlation)

the 5,000 randomly chosen adjacent pairs of pixels to
determine pixel independence. As is possible to see
in Fig.4, the correlation is high (>0.97) in the plain

(a)Plain Image

image, whereas the correlation figures of the en-
crypted image are close to zero (approximately
0.002-0.007). This demonstrates that both the Fred-
kin-based bit-level permutation and chaotic diffusion
eliminate any spatial dependency, which is a desira-
ble property against statistical attacks.

(b)Encrypted Image

Dependent Pixels

208 7, w1l MNS  4y
* #

Dependent Pixels

o 100 150
Independent Pixels

Independent Pixels

Fig. 4 Pixel-Correlation Distribution Before and After Encryption.

4.3 Entropy, NPCR, and UACI Analysis

The encrypted images have almost total entropy as
the theoretical maximum value of 8, and the average
over the images is approximately 7.9994. The mean
value of the NPCR and UACI measurements was
99.63 percent and 33.41 percent, respectively, which
also met the optimal requirements of strong image en-
cryption.

These findings show that an avalanche effect of
the system, which makes the plaintext change the ci-
pher image by one pixel, creates an entirely different
cipher image, which demonstrates the avalanche ef-
fect and high resistance to the differential attacks of
the system. Table 1 summarizes the statistical and
differential performance of the proposed encryption
scheme, and as can be observed, the values of entropy
and NPCR are almost ideal.

Table 1. Statistical and Differential Metrics of the Proposed Method

Test Image | Entropy (bits) | NPCR (%) UACI (%) Corr. (H/'V/D) PSNR (dB)
Satellite—1 7.9992 99.61 33.40 0.002 /0.004 / 0.006 8.12
Satellite—2 7.9995 99.64 33.42 0.003 /0.005 /0.007 8.03
Satellite—3 7.9991 99.62 33.39 0.001/0.002 /0.004 7.96
Average 7.9993 99.63 33.41 =0.004 8.04
These large values of entropy (8.0) and the high
value of NPCR (>99.6) affirm that there is good dif-
fusion and pixel independence in the suggested en-
cryption methodology. The insignificant level of the
correlation coefficient is a sign of sound randomness.
Table 2. Impact of Chaotic Map Combination.
Chaotic Configuration | Entropy | NPCR (%) | UACI (%) | PSNR (dB) | Time (s)
Logistic Only 7.9815 98.94 30.82 10.25 0.21
Lorenz Only 7.9878 99.05 31.44 9.85 0.23
Gauss Only 7.9923 99.11 31.92 9.50 0.24
Logistic + Lorenz 7.9964 99.32 32.47 8.95 0.20
Lorenz + Gauss 7.9978 99.41 32.88 8.80 0.20
Logistic + Gauss 7.9982 99.46 32.95 8.72 0.19
Tri-Chaotic (Proposed) | 7.9992 99.62 33.18 8.15 0.19
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The tri-chaotic setup has an optimal balance between
entropy, diffusion, and speed, which demonstrates
the benefit of multi-chaotic synchronization.

4.4 Noise Robustness Evaluation

Robustness against transmission noise was evaluated
using BER simulations. Random bit errors were in-
troduced before Reed—Solomon decoding. The inte-
grated RS(255,239) coding scheme effectively cor-
rected these errors. It restored the encrypted image
with minimal degradation. The results demonstrate

(a)Correct Key

the resilience of the proposed framework in noisy sat-
ellite communication environments.

4.6 Key Sensitivity Analysis:

Fig. 5 decrypted image using two keys: the correct
and another modified by a single bit. The application
of the correct key ideally restores an image, whereas
an altered key gives a completely noisy image. This
experiment confirms that the given framework is ex-
tremely sensitive to the key, which is a critical feature
of having cryptographic strength.

(b)1-bit Modified Key

Fig. 5 Key Sensitivity Analysis of the Proposed Encryption Scheme.

4.5

The system parameters (parameters of the three cha-
otic maps: Logistic, Lorenz, and Gauss) define the

Key Space and Security Strength:

key space of the system, which is a 256-bit hash of
the SHA. The key space is over 2, meaning brute
force attacks are impossible even in the case of mas-
sive parallel computing. Moreover, making use of
the dynamic derivation of keys depending on the in-
put image ensures that the encryption parameters in

two distinct images do not overlap.
4.7 NIST Randomness Tests:

Randomness of the cipher images was also confirmed
on the NIST SP 800-22 test suite, consisting of the
Frequency test, Runs test, Approximate Entropy test,
and Serial test. Any tests surpassing the p-value of
0.01, as indicated in Fig. 5, are indicative that the en-
crypted data meets all the statistical randomness test
requirements with a confidence of 99%. This does in-
dicate that the suggested chaotic-Fredholm hybrid
mechanism is providing the randomness of character-
istics akin to the state-of-the-art cryptographic ci-
phers. Based on Table 2, we see that the p-values of
all the NIST SP 800-22 tests are more than 0.01,
which is a confirmation of high randomness.

Table 3. NIST SP 800-22 Randomness Test Results.

Test Type p-value | Status
Frequency (Monobit) | 0.2134 | Pass
Runs Test 0.1741 | Pass
Cumulative Sums 0.1915 | Pass
Approximate Entropy | 0.2768 | Pass
Serial 0.2312 | Pass
Random Excursions | 0.1835 | Pass
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The p-values are all greater than 0.01, and this
indicates that these cipher images are passed through
the NIST SP 800-22 randomness tests with 99% con-
fidence, and therefore, the cipher images are good
and unpredictable.

1 098 0.97 0.96
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Fig. 6, the p-values of all NIST SP 800-22 tests,
indicate that all the tests have a p-value above the ac-
ceptance threshold of 0.01, thus the encrypted bit-
streams are highly statistically random.

0.5

Fig. 6 NIST SP 800-22 randomness test results for the proposed encryption framework, showing all p-values
>0.01.

4.8
The suggested model achieves a mean encryption
throughput of 265Mbps with 512x512 images as a re-
sult of the acceleration of the CPU using GPGUs as
well as effective bit-level Fredkin operations. It is ap-

Computational Performance:

proximately 35 percent higher than the baseline Split
EE and Hetero Split EE approaches. Its lightweight
design and suitability of the logic operations are ideal
for real-time satellite imagery security in an edge-
based or onboard satellite processor.

4.9

Table 3 is a summary of the comparison of the pro-

Comparative Evaluation:

posed system and the recent chaotic and reversible-
logic-based encryption schemes published from 2021
to 2025. These findings support the claims that better
performance can be reached in terms of security and
efficiency with the implementation of Fredkin logic
into the multi-chaotic synchronization and adaptive
hashing. Based on Table 3, it is possible to observe
that the proposed method is better than other existing
schemes in terms of entropy and execution time.

Table 4 Comparative Performance (1024x1024).

Metric Proposed Chaos-Fredkin [10] | Toffoli Hybrid [8] AES

Entropy 7.9992 7.9958 7.9810 7.9456
NPCR (%) 99.62 99.11 98.93 97.88
UACI (%) 33.18 31.70 30.95 29.80
PSNR (dB) 8.15 9.02 9.85 11.33

Time (s) 0.19 0.28 0.36 0.42

The suggested model is superior in entropy, dif-
fusion, and efficiency to AES and past reversible
logic-based designs, which validate its strength in the
encryption of real-time images. It is suggested that
the tri-chaotic, hash-adaptive, Fredkin-reversible
pipeline, which can operate with near-ideal entropy,
a large NPCR/UACI, small amounts of correlation,
and real-time runtimes, will bring resiliency to the

RS. It simply continues to smash the new chaos/logic
baselines. The experimental results show that the pro-
posed Enhanced Multi-Chaotic Fredkin-Logic-Based
Image Encryption Framework is well-performing in
all the metrics considered. It is statistically random,
has a test suite of NIST SP 800-22, ensures high en-
tropy (8.0), and has a high diffusion (NPCR 99.6 per-
cent).
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The suggested framework is 35 times faster, also
perfectly reversible, and responsive to the differential
and the brute-force attacks, in contrast to the state-of-
the-art techniques based on chaos and reversible
logic. It may be used in real-time protection of satel-
lite images using a secure and computationally effi-
cient encryption scheme, which involves the tri-cha-
otic synchronization with the aid of the key genera-
tion, which is motivated by the Sha-256 algorithm
and reversible Fredkin logic.

5. Discussion

Experimental results show that the proposed multi-
chaotic Fredkin-based encryption framework deliv-
ers robust security and computational efficiency for
satellite image protection. It combines adaptive SHA-
256 key generation with synchronized chaotic sys-
tems. This combination greatly raises entropy and
key sensitivity. As a result, it improves resistance to
statistical and differential attacks. Additionally, the
application of reversible Fredkin logic ensures loss-
less encryption and decryption while maintaining ef-
ficient bit-level permutation. Building on this, GPU-
based parallel diffusion significantly reduces compu-
tational time, facilitating real-time encryption perfor-
mance.

In comparison to conventional encryption ap-
proaches such as AES and existing chaos-based
methods, the proposed scheme achieves higher en-
tropy, reduced pixel correlation, and enhanced re-
sistance to differential attacks. Furthermore, by in-
corporating Reed—Solomon error correction, the
framework improves robustness against noisy satel-
lite communication channels. Taken together, these
results confirm that the proposed framework achieves
a balanced trade-off among security, computational
efficiency, and transmission reliability. Conse-
quently, it is suitable for real-time satellite image pro-
tection systems.

6.

In this work, a better multi-chaotic Fredkin-logic-

Conclusion

based image encryption scheme is presented to trans-
mit satellite images securely. It is capable of achiev-
ing a high level of security and efficiency because of
adaptive generation of keystones to be utilized in the
system, tri-chaotic synchronization (Logistic, Lo-
renz, Gauss), reversible Fredkin logic functions, and
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diffusion can be accelerated by using GPUs. The em-
pirical analysis shows that the scheme has a near-op-
timal entropy of 7.9992, a high resistance to differen-
tial attack with NPCR=99.62% and UACI =33.18%,
and very low PSNR= 8.15 dB and low correlation. It
is also randomly unpredictable and strong because it
has passed through all randomness tests of NIST SP
800-22. Furthermore, Reed-Solomon error checking
1s introduced, which increases the resistance to trans-
mission noise to a great extent. It is an even tradeoff
between cryptography and computational efficiency:
It can be implemented in real time (approximately
0.19 s per 1024x1024 frame) and also has perfor-
mance comparable to state-of-the-art chaos-based
and reversible logic algorithms.

Fredkin logic ensures lossy and bijective trans-
formations and therefore ensures perfect decryption
and high sensitivity to the key, both of which are
highly desirable to spacecraft and defense imaging
systems. This triple chaotic structure also provides an
exponential space of keys, which are very much re-
sistant to brute-force and chosen plaintext attacks.

Future research could expand this framework to
handle color and multispectral satellite images, mak-
ing it possible to securely protect multiband remote
sensing data. Researchers might also look into com-
bining compression and encryption methods to help
lower bandwidth needs in satellite communications.
By integrating image compression with the encryp-
tion framework, it may be possible to send data effi-
ciently over limited-bandwidth satellite channels
while still keeping security and data integrity strong.
Further improvements could focus on lightweight
FPGA and ASIC designs that work well with the lim-
ited computing power of onboard satellite processors.
New technologies like quantum chaotic dynamics,
DNA-inspired reversible logic, and post-quantum
cryptography could also help make the encryption
framework even more secure. In the future, this ap-
proach could be expanded to cover the entire satellite-
to-ground communication process. It could also be
combined with federated learning systems to support
secure, distributed processing of remote sensing data.
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