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Abstract

The Internet of Things (IoT) generates massive, privacy-sensitive traffic across heterogeneous, resource-
constrained devices, making centralized intrusion detection systems (IDS) increasingly impractical due to
scalability, latency, and privacy limitations. Existing federated learning (FL) based IDS solutions partially
mitigate these issues but typically assume static training schedules, uniform participation, and reliable clients,
and therefore remain vulnerable to non-1ID data distributions, device heterogeneity, and adversarial behaviors
such as poisoning and Byzantine attacks. This paper proposes Adaptive Federated IoT Security (AF-10TS). This
architectural framework integrates federated learning with three coordinated mechanisms: (i) a trust model that
combines behavioral deviation, loss, uncertainty, availability, and resource ratio into an exponential moving-
average trust score; (ii) a diversity-aware client-selection utility that jointly considers Trust, resources, and data
diversity under communication and cardinality budgets; and (iii) a trust-weighted robust aggregation rule with
update clipping, driven by a closed-loop adaptive controller that regulates the participation rate. The proposed
workflow is formalized through explicit mathematical formulations and an end-to-end algorithm, and its
behavior is analyzed qualitatively across smart cities, smart healthcare, and industrial IoT scenarios. Expected
outcomes include preserving data locality, improving robustness against unreliable and malicious clients, and
providing a coherent architectural basis for future large-scale empirical validation on standard IoT security
datasets.
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1. Introduction increasingly not applicable to large-scale IoT
The Internet of Things (IoT) is a growing field in environments. Centralized IDS architectures have
which applications use billions of connected scalability limitations and high communication
devices. 10T devices are now widely used in smart overhead, making them poorly suited to resource-
cities, hospitals, industrial settings and many more constrained IoT environments [3, 4, 17]. In addition,
applications [1]. This expansion has brought collating data in a centralized repository creates
connectivity and intelligent services to things and significant privacy issues, especially when IoT
devices; however, it has also brought many security devices generate sensitive data.
challenges to the fore due to device heterogeneity, Federated learning (FL) is a promising scheme
large-scale deployment, and dynamic operating for collaboratively training models without
environments [2]. exchanging raw data, ensuring privacy and reducing
Many current network security solutions still communication  costs. ~ Therefore, to  meet
rely on traditional IDS. However, they are decentralization and privacy requirements, FL has

been widely used for IoT intrusion detection.
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Nevertheless, recent research shows that most
existing FL-based IDS solutions use static learning
settings and fixed aggregation strategies, which can
limit their effectiveness dynamic IoT
environments [8] and [19].

in

In addition, current FL-based IDS architectures
generally lack trust-aware coordination mechanisms
for untrustworthy or malicious actors. They can be
vulnerable to poisoning and Byzantine attacks [9]. In
addition, real-world IoT deployments [10] may
suffer reduced detection accuracy and system
robustness due to non-IID data distributions and
heterogeneous device capabilities. In the next
generation of IoT for 6G networks, ultra-dense
connectivity, mobility and low-latency requirements
will impose greater challenges [11].

Motivated by these challenges, we propose
adaptive federated IoT security (AF-IoTS), an
adaptive, privacy-preserving security framework
that integrates federated learning with dynamic
control mechanisms, trust-aware coordination, and
cross-layer security orchestration. The proposed
framework is designed to operate in a
heterogeneous, evolving environment, providing
scalable intrusion detection that preserves data
privacy and remains resilient under adversarial
conditions [12].

The novelty of AF-10TS is not claimed for any single

learning model, but for the integration of four

coupled mechanisms into one federated architecture:

1. A behavior- and metadata-driven trust model
with temporal memory,

2. A diversity-aware utility function that jointly

weighs  resources and non-IID  data
heterogeneity,

3. A trust-weighted robust aggregation rule with
update clipping.

4. A closed-loop adaptive controller that regulates
client participation from global performance
feedback.

Prior FL-based IDS designs address these
concerns in isolation; AF-IoTS formulates them
jointly and links them through explicit mathematical
relations and a single end-to-end workflow, which
distinguishes this contribution from combining
existing methods.
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2. Related work

Recent studies on IoT security show that intrusion
detection systems (IDS) have attracted attention as a
primary defence against cyber-attacks because they
operate in large-scale, distributed systems [3]. IDS
solutions identify harmful actions by monitoring
network traffic and system behaviour. They are
especially relevant to IoT deployments that
continuously generate data and are connected [13,
14]. Despite their effectiveness, traditional IDS are
mainly centralized and assume relatively stable
network states, which limits their applicability in
heterogeneous and dynamic IoT systems.

Several studies have explored distributed and
edge-based IDS solutions for IoT environments to
address the limitations of centralized architectures.
Bringing detection closer to data sources can reduce
latency and scalability [28, 32].
Nevertheless, limited interconnectivity means many
edge-based IDS solutions share only partial data or
make isolated local decisions, limiting their ability
to achieve global situational awareness (GSA)
against complex and evolving attack scenarios [16].

Federated learning (FL) enables distributed
training of shared models on clients that collaborate
to detect intrusions while keeping raw data private
[5], [6], [7], and [36]. Newly developed FL-based
IDS frameworks have shown strong detection
performance while protecting privacy in loT
environments [18], [34]. Nonetheless, numerous
IDS solutions that are based on FL continue to utilize
fixed training schedules and aggregation strategies,
which limits their applicability in highly dynamic
IoT environments [19].

improve

In addition to this adaptivity issue, multiple
studies have cited the vulnerability of FL-based IDS
systems to unreliable or malicious participants. In
adversarial scenarios, poisoned updates or Byzantine
behavior from compromised clients can greatly
undermine the quality of the global model [20]. The
intrusion detection signature (IDS) frameworks that
rely on FL are still susceptible to such attacks in the
absence of any explicit trust-aware coordination
mechanisms. This is especially true for open, large-
scale Internet of Things (IoT) deployments [21].
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The non-IID characteristics of IoT data present
a core problem for federated intrusion detection, as
does adversarial behavior. Traffic characteristics,
attack patterns, and normal behaviour profiles
usually differ widely across devices, locations, and
application domains. This prevents convergence and
lowers detection accuracy [22]. The systems'
varying
availability, and

inconsistencies,
capability, energy
connectivity on loT and edge nodes, render data-

including compute

network

handling issues more difficult [25]. These limitations
become even more critical in next-generation
Internet of Things (IoT) systems foreseen for 6G
networks, with ultra-dense connectivity, mobility,
and stricter latency requirements, which further
complicate them and broaden the attack surface [11]
and [23].
To
outcomes of the works reviewed above: [3, 14]

summarize the methods and reported
employ deep learning classifiers on centralized
datasets and report high detection accuracy but
assume raw-data aggregation, which is not privacy-
preserving. [18] applies standard FL with FedAvg on
IoT security datasets and demonstrates that
collaborative training preserves data locality, while
the survey in [7] highlights that most FL-based IoT
solutions still rely on fixed schedules and uniform
client weighting, which degrade under non-IID
conditions. [20], [21], [26] and [27] focus on
Byzantine and poisoning defenses (e.g., FLTrust,
FreqFed, precision-guided filtering) and report
improved robustness against a specific attacker
model. Still, they treat aggregation robustness in
isolation from client heterogeneity and participation
control. [24, 25] address client scheduling and
heterogeneity-aware training and show convergence
improvements on non-IID splits. However, they do
not incorporate a trust component.

The techniques and results are therefore
complementary rather than substitutable, and this
observation motivates the integrated framework
proposed in the following sections. While federated
learning-based intrusion detection and robust
learning have made much progress, the literature
mostly treats learning, robustness, and response
coordination as separate design concerns. Creating a
single structure  that

adaptable  security
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accommodates non-1ID data characteristics, along
with trust-aware aggregation and cross-layer
orchestration for 6G-oriented IoT, remains an open
research avenue. This gap motivates the proposed
Federated IoT Security (AF-IoTS)
Framework.

Adaptive

3. Problem Statement and Design Objectives
3.1 Problem Statement

IoT intrusion detection must operate under severely
distributed,
constrained

heterogeneous,  and
conditions in which

resource-
centralized
monitoring and data pooling are usually impractical
or privacy-sensitive [14]. Federated Learning (FL)
eliminates the need to share raw IoT data.
Nevertheless, many FL-IDS designs still assume
relatively stable training settings that do not align
with real IoT environments [19].

In real-world scenarios, the deployment of the
Internet of Things (IoT) often features statistical
non-uniformity (non-1ID data) [20]. This is evident
because local traffic patterns and attack
manifestations often vary across devices and sites
[21]. This data non-uniformity can adversely affect
the global model's convergence and accuracy [22].
Diversity in the network's computation, battery, and
other conditions, such as participation and training
efficiency, adds to the non-IID problem [25].
Federated Learning-based security systems can also
be vulnerable to malicious behavior such as local
model poisoning and Byzantine-style attacks that
can distort the aggregation process and weaken
detection robustness [20].

Current studies show that strong aggregation,
anomaly filtering, or validation mechanisms, often
adopted as effective poisoning defenses, can
withstand changing attacker strategies and data. The
main research problem of the study was the lack of
an integrated adaptive framework to address the
following in this paper jointly:

1. Dynamic IoT conditions.
2. Multi-dimensional heterogeneity.
3. Adversarial robustness in federated intrusion

detection [20] and [26]

3.2 Design Objectives
To address this problem, AF-IoTS is designed with
the following objectives [12].
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1-Privacy-Preserving Collaborative Detection:
Support collaborative intrusion detection
without disclosing raw IoT data, while
achieving competitive detection performance
[7, 18].

2. Dynamic Adaptation: Be effective under
changing traffic, mobility, and threat patterns
by supporting dynamic adjustment of training
and coordination (e.g., schedules, participation,
aggregation) [11, 19].

3. Robustness Against Poisoning and Byzantine
Behaviors: Deploy robust aggregation and
trust-aware defenses to alleviate the impact of
malicious or unreliable clients on the global
model [20, 26, 27].

4. Heterogeneity-aware efficiency: Use client
scheduling and resource-aware coordination
[25] to improve training efficiency and stability
on heterogeneous loT-edge resources.

5. 6G-Readiness and Scalability: The framework
should scale to ultra-dense IoT deployments

and meet the low-latency requirements
envisioned in 6G [11] and [12].
These objectives guide the architectural

decisions, described in Section 4, that translate the
identified requirements into a layered and adaptive
federated security design.

3.3 Scope and Assumptions

AF-IoTS targets IoT environments where clients
train local detection models at device/edge nodes
and synchronize updates to an aggregator
periodically while maintaining data locality [7] and
[22]. The framework assumes clients may be
unreliable or adversarial. It must therefore be
handled through robust, trust-aware coordination
rather than naive aggregation [20, 26]. The paper
describes an architecture-level solution and design
objectives relevant to 6G-era loT, which serves as a
basis for later algorithmic instantiations and
empirical evaluation [11] and [12].

4. Proposed AF-I0oTS Architecture
4.1 Architectural Design Rationale
The proposed Adaptive Federated IoT Security (AF-
[0TS) architecture is designed to secure large-scale

IoT environments characterized by heterogeneity,
decentralization, and dynamic threat conditions.
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AF-I0oTS is designed to be resilient to single
points of failure and to enable distributed
intelligence near data sources. Moreover, next-
generation [oT systems should be equipped with
security mechanisms that are adaptive by design
rather than static configurations that deteriorate
under changing conditions. In this respect, AF-IoTS
presents a multi-layer, decentralized architecture
involving federated learning with adaptive control
and trust-aware orchestration across the IoT, edge,
and orchestration layers.

4.2 High-Level Architecture Overview

The proposed AF-IoTS architecture includes four
interconnected layers:

1. IoT Device Layer.

2. Edge Intelligence Layer.

3. Federated Coordination Layer.

4. Security Orchestration and Analytics Layer.

This  hierarchical organization separates
statistical computations, enabling fast intrusion
detection when required. This architectural

decomposition is a critical enabler, providing
scalable and resilient security in distributed IoT and
edge computing environments. Illustration: Fig. 1
illustrates the high-level architecture of the
suggested AF-IoTS framework, along with the
interaction of data flow and model flow. Feedback
loops and closed-loop adaptive control systems help
manage stakeholder engagement, aggregation, and
response facilitation. The architecture has four
layers, as shown in Fig. 1; these layers work together
and perform different tasks for learning and security.

Fig. 1 illustrates the layered architecture of AF-
IoTS. From bottom to top: the IoT Device Layer
performs local feature extraction and local model
training on constrained devices; the Edge
Intelligence Layer aggregates contextual signals
from nearby devices, hosts adaptive-control
decisions, and mediates communication with the
coordinator; the Federated Coordination Layer runs
trust-aware client selection and trust-weighted
robust aggregation; and the Security Orchestration
and Analytics Layer correlates alerts across layers
and issues coordinated response policies. The
vertical arrows represent trust and performance
feedback flowing upward. In contrast, policy and
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model updates flow downward, forming the closed-
loop control referenced in Section 5.1.

Security Orct
Provide global visibility and policy
adaptation

2stration

® ——

Federated Coordination

Manage collaborative leamning and trust-
aware aggregation

—
Edge Intelligence

Aggregate data and execute control
decisions

v —
%4 A

Fig. 1 Hierarchical architecture of the proposed AF-
IoTS.

4.3 IoT Devices Layer

loT Devices
Generate data and system events

The devices in the device layer include various
devices with heterogeneous sensing and actuating
capabilities that generate network traffic and system
events. Because of privacy limitations and scarce
resources, raw data are processed locally, where
lightweight intrusion detection components extract
features and train local models. In modern IoT
deployments, training locally on the device or edge
is essential to reduce communication overhead and
keep valuable data private.

4.4 Edge Intelligence Layer

The Edge Intelligence Layer mediates between IoT
devices and other high-level coordination
components. Edge nodes gather
information, track local network dynamics, and
make adaptation control decisions to influence
participation and response actions. The Edge
Intelligence Layer in AF-IoTS reduces detection
latency and enhances response in dynamic IoT
environments through localized processing.

contextual

4.5 Federated Coordination Layer

Fig. 1 shows that trust-aware aggregation is driven
by feedback collected across layers to minimize the
impact of unreliable or malicious participants. The
Federated  Coordination = Layer  orchestrates
cooperative learning by aggregating model updates
from distributed clients. Unlike classical FL-based
IDS frameworks that use static aggregation, AF-
[oTS employs trust-aware aggregation rules that
dynamically weight clients' contributions based on
reliability and consistency metrics. This approach
mitigates the impact of poisoning and Byzantine
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attacks, which are considered the main threats for
federated learning systems.

4.6 Security Orchestration and Analytics Layer

The Security Orchestration and Analytics Layer
provide global visibility and long-term capabilities
to manage security. This layer correlates alerts,
learning feedback, and contextual information from
all layers to support policy adaptation and
coordinated response strategies. In AF-IoTS,
orchestration combined with
decentralized detection enhances situational
awareness while avoiding the disadvantages of fully

centralized

centralized security architectures.
4.7 Architectural Advantages

Unlike existing IoT security architectures that treat
adaptivity and as standalone
components, AF-IoTS integrates them across all
layers. This
robustness, scalability and Readiness for next-
generation IoT and 6G environments.

trust-awareness

cross-layer integration improves

5. Adaptive Mechanisms and Federated Security
Workflow

5.1 Adaptive Control Loop

Operationalization of adaptivity through closed-loop
control, which continuously observes the security
feedback, learning performance and environmental
context. These control loops enable dynamic tuning
of system parameters, including client participation,
training frequency, and aggregation strategies,
which have been found crucial for performance
retention in dynamic loT settings. The feedback
from detection outcomes and network status allows
the adaptive control loop within AF-IoTS to counter
evolving threats rather than static
configurations.

5.2 Mathematical

Diversity-Aware Selection,
Aggregation.

solution

Formulation of Trust,

and Adaptive

In this section, we formally formulate the adaptive
mechanisms proposed in AF-IoTS, which include
trust assessment and the adaptive control loop. This
formulation converts the architectural design into a
formal system model that can be used for analysis
without sharing raw data.
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5.2.1 Client Metrics and Update Representation.

Note on equation numbering. The equations of 5.2
are labeled sequentially (1) through (10) in reading
order across the subsections 5.2.1-5.2.7. In-text
references to a specific equation use its number;
groups of related equations are referenced by their
subsection number (e.g., "the equations of 5.2.3").

Suppose ¢ is a set of clients. In the federated
round t, each client i € ¢ transmits the local model
update:

Ai(t) = wi(t) — wi(t) (1)

Along with a set of non-sensitive indicators

(metadata):
m;(t) = {a; (), 1 (£), [;(t), w; ()}

where:

e qa;(t)e[01]: Auvailability and
commitment-to-participate rating
e 1;(t) €[0,1]: Normalized

computing/energy resources ratio.
e :[;(t) = 0: Loss value after local training
e u;(t) = 0: Local uncertainty or anomaly
score (if any) degree.
5.2.2 Update Deviation and Behavioral Risk
The server computes the average of the updates to
check the consistency of the client's update with the
collective behavior:

_ 1
By =1 ) J €5 A

where s; is the set of clients participating.

2

The update deviation of client i is defined as:
l1a:(©)-A@)|
NOGIES
With € > 0 avoid division by zero.
pi(t) is a behavioral indicator for detecting
anomalous or inconsistent updates.
5.2.3 Risk-Aware Trust Modeling with Temporal
Memory
After normalizing the indicators to the domain [0,1],
we define the risk score for the client:
Where a0 and with X, a = 1
Then, we define the instantaneous trust score:
T;(t) = exp(—Ri(1)) “4)
To introduce temporal memory and feedback,
we update Trust using an Exponential Moving
Average (EMA).

A3)

pi(t)=
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TEMA) = ATFMA (et - 1D+ (1 (5)
= D)Ti(t)
Where:
0<i<1

5.2.4 Diversity-Aware Utility Function.

In addition to trust, AF-IoTS addresses data diversity
and contextual representation. The participation
utility of client i is defined as:

Where:

D;(t) is the client's data diversity metric, e.g.
variance of feature or class distribution with respect
to the current global set.

y1 + v, = 1,wherey,,y, =0

This definition allows trading off computational
resources with statistical diversity of heterogeneous
(non-IID) data.

5.2.5 Trust- and Diversity-Aware Client Selection.
The selection of the clients in a certain round is
formulated as a constrained utility maximization

problem:
max,c. z TEMA (1), U, (t) ©)
LEst
Subject to the constraints:
Y aw<B®, IsI<K @
iESt
where:
¢;(t): Communication/ time cost.
B(t): Available budget.
K: Maximum number of clients per round.
5.2.6 Trust- and Diversity-Aware Robust

Aggregation
The global model is then updated by trust-weighted
aggregation of the selected clients:

w(t+1) = w(t)+ze iAW) (8)
Where:
_ T4 (On,
U S e TP ®

The update is clipped to limit the effect of anomalous
updates:

A; (t)—Al(t).mm(l,“Ai(t)”z) (10)
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5.2.7 Adaptive Control Loop

Finally, the dynamics of the participation rate m(t)
are adapted according to a global performance
indicator p(t). This results in a closed control loop
that can adapt to changing conditions and threats.

5.2.8 Parameter Selection Strategy

The parameters of the above formulations are not
fixed by convention; they are chosen through the
following strategy so that the framework remains
reproducible and practically deployable. The risk-
weight vector (al..a5) is normalized to sum to one
and initialized uniformly (a;, = 0.2); the weights are
then re-tuned per deployment domain (smart city,
healthcare, industrial IoT) using grid search on a
small held-out validation subset, guided by the
relative importance of loss stability versus resource
availability in that domain.

The EMA smoothing factor A € (0,1) is selected
in [0.7, 0.9]: higher values give stronger temporal
memory (more conservative reaction to short-term
anomalies) and lower values give faster adaptation;
a default of 4 = 0.8 is used unless the environment is
highly non-stationary. The utility weights (y1,7>)
sum to one and default to (0.4, 0.6), placing slightly
more weight on data diversity than on resources
when the deployment is known to be non-IID. The
clipping threshold 7 is set to the median L2-norm of
clean updates observed in the first few rounds. The
controller gain m, the participation-rate bounds
(Tmin, Tmax )» and the round budgets (B(t), K) are
chosen from the communication and energy budget
of the target deployment rather than from the model.
This strategy makes each parameter a design choice
tied to observable system quantities rather than an
arbitrary constant.

5.3 Algorithmic Workflow of the AF-IoTS

Framework
Algorithm 1. AF-IoTS: Adaptive Federated Security
Pipeline with Trust and Diversity

Algorithm 1 summarizes the end-to-end workflow of
the AF-IoTS framework for operationalizing the
proposed adaptive mechanisms. The algorithm
formalizes the interaction among trust evaluation,
diversity-aware client selection, robust aggregation,
described the
mathematical formulation above. It illustrates how

and adaptive control, as in
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Trust feedback and control loops are embedded into
the federated learning procedure without sharing raw
data.

Algorithm 1: Trust- and Diversity-Aware
Adaptive Federated Security Workflow (AF-
[0TS).
Input:
Global model w(t), client set C
Budgets: B(t) (communication/time), K (max
clients)
Parameters: al..a5, y1,y2, A, T, 1|, tmin, Tmax
Performance metric P(t) (server-side), € > 0
Output:
Updated global model
participation rate m(t+1)
/I :1Step A: Determine candidate pool size using
adaptive control
2n(t+1) « clip( n(t) + 1 - (P(t) — P(t—1) ), amin,
Tmax )
:3CandidatePool « sample candidates(C, size =
ceil(n(t+1) - |C|)
/I :4Step B: Collect local updates and metadata
(no raw data)
:5for each client i in CandidatePool in parallel do
:6(Ai(t), ai(t), ri(t), Li(t), ui(t), ni, ci(t), Di(t))
« local train and_report(w(t))
:7end for
:8St « {1 € CandidatePool | report received and
ci(t) feasible }
/I :9Step C: Compute update deviation and
instantaneous Trust
:10A(t) «— (1/|St]) - ZjESt Aj(t)
:11for each client i in St do
12pi(1) < 1A — AN/ (IA®II* + &)
:13Normalize metrics to [0,1]: (ai, i, Li, @i, pi)
:14Ri(t) < al-pi+ o2-@i + 03-Ti + ad-(1-4i) +
a5-(1-1i)
:15Ti(t) < exp(—Ri(t))
:16TIEMA(t) « A TIEMA(t—1) + (1-1)-Ti(t)
:17Ui(t) « y1-1i + y2-Di(t)
:18Scorei(t) «— TIEMA(t) - Ui(t)
:19end for
/I :20Step D: Select trusted & diverse clients
under budgets
:21S*t «— argmax_{S € St} Xi€S Scorei(t)
s.t. Zi€S ci(t) <B(t) and S| <K
) // :22Implementation can be greedy by Scorei(t)
with budget checks(
// :23Step E: Trust-aware robust aggregation
:24for each client i in S*t do
:25Ai clip(t) «— Ai(t) - min(1, T/ Ai(t)2)
:26end for

w(t+1), updated
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227wi(t) « (TIEMA(t) - ni) / Zj€S*t (TIEMA(Y) -
nj)

28w(tt1) «— w(t) + ZieS*t wi(t) - Ai_clip(t)
:29return w(t+1), m(t+1)

AF-1oTS Algorithm 1 provides the workflow,
and the participation ratio is adaptively determined
according to the global performance feedback.
Candidate clients are then ranked by trustworthiness
and diversity, using local metadata and update
behavior. Selected based on communication
the updates
aggregated by trust-aware robust weighting. The
framework's closed-loop process allows it to adapt

constraints, trusted clients' are

[ dynamically to changing IoT conditions and
adversarial phenomena.

Computational Complexity of Algorithm 1

Let N be the size of the candidate pool selected in

each round, and d be the dimensionality of the

model-update vector. A;(t)Moreover, let K be the
maximum number of clients admitted per round. In

a single federated round:

1. Computing the mean update A(t) is O(Nd).

2. Computing the deviation p;(t), the normalized
riskR;(t), the instantaneous Trust T;(t), the
EMA trust TEFMA(t), the utility U;(t), and the
score for every candidate is O(N) after the mean
is available.

3. Greedy Trust- and diversity-aware selection
under budget constraints is O(N log N) when
implemented by sorting candidates by score and
admitting until B(t) Alternatively, K is reached.

4. Trust-weighted robust aggregation over the
selected set is O(Kd). The dominant cost per
round is therefore O(Nd + N log N + Kd) at the
coordinator, which reduces to O(Nd) whenever
the model dimension d dominates. On the client
side, local training preserves the underlying
model cost. It adds only O(d) for the reported
update. The coordinator's memory footprint is
O(Nd) for the candidate updates plus O(N) for
the trust vector. TFM4. Communication cost per
round is O(Kd) transmitted and O(Kd) received.
These costs are linear in the pool size and the
model dimension, which is compatible with the
resource-constrained,

high-density  regime

targeted by the framework.
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5.4 Context-Aware Client Selection

In AF-IoTS, client selection is based on contextual
indicators such as device reliability, resource
availability, and recent security observations. This
context-aware participation mitigates the effects of
unstable or resource-constrained devices. It
improves convergence stability and overall detection
accuracy. Within the framework, intelligent client
scheduling is a key mechanism for addressing the
heterogeneity and efficiency challenges inherent to
IoT-edge federated learning systems.

5.5 Trust-Aware Aggregation

AF-IoTS  employs aggregation
mechanisms that dynamically weight client updates

trust-aware

based on historical consistency and anomaly
indicators to alleviate the impact of malicious or
unreliable participants. The trust-aware aggregation
mechanism in AF-IoTS is designed to reduce the
impact of poisoning and Byzantine attacks in
federated learning. AF-IoTS enhances robustness by
integrating trust evaluation into the aggregation
process without requiring access to raw client data.

5.6 Adaptive Intrusion Detection

The AF-IoTS architecture combines federated
learning with adaptive intrusion detection schemes.
These schemes dynamically adjust detection
sensitivity based on contextual and threat-related
feedback. This feature allows a trade-off between
false positives and false negatives as traffic patterns
and attack intensity change. This adaptability is
especially crucial in various Internet-of-Things
settings, which often lack generalizable detection
thresholds.

5.7 Dynamic Response Coordination

The AF-IoTS collaborative,

prearranged responses across three layers: [oT, edge,

and orchestration. Coordination mechanisms to limit

attack propagation in a large-scale distributed

system are essential.

5.8 Handling Non-IID Data
Heterogeneity

system enables

and System

Non-IID distributions and differences in device
capabilities hinder federated intrusion detection. To
overcome these issues, AF-IoTS wuses adaptive

learning  rates, aggregation  weights, and
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participation policies based on observed data and
system properties. Heterogeneity-adaptive handling
in AF-IoTS aims to improve robustness and
convergence in federated learning deployments.

5.9 End-to-End Federated Security Workflow
The complete AF-IoTS process includes
independent monitoring of sensor glitches, context
evaluation, client selection, federated training,
aggregation without trust level, intrusion detection,
and coordinated response in a feedback loop.

6. Discussion, Use Cases, and Comparative

Analysis

6.1 Discussion of the Proposed AF-IoTS
Framework

The AF-IoTS framework addresses major

limitations of existing IoT intrusion detection
solutions, such as non-adaptivity, lack of Trust
Awareness, and a lack of cross-layer coordination
[11, 19]. Recent studies show that static security
mechanisms are becoming ineffective in dynamic,
large-scale IoT systems where traffic patterns,
device behavior, and the nature of threats are
continuously changing. The AF-IoTS incorporates
adaptive control, federated learning, and trust-aware
coordination ~within a unified architectural
framework, aligning with emerging design
principles for intelligent and resilient IoT security
systems [12, 41].

Beyond the architectural description, three
analytical observations are relevant. First, coupling
the trust score with the EMA smoothing factor 4
introduces a controllable trade-off between
adversarial reactivity and stability under transient
noise: increasing A suppresses reaction to isolated
deviations but slows the response to a persistent
attacker, and this trade-off is exposed as a design
knob rather than hidden inside the aggregation rule.

Second, the diversity-aware utility U; shifts
selection pressure toward under-represented data
distributions, which is expected to reduce the well-
documented accuracy degradation of FedAvg on
non-IID splits, at the cost of admitting clients whose
updates would otherwise be down-weighted; the

TiE MA

trust term bounds this trade-off that multiplies

U;. Third, update clipping with threshold t upper-
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bounds the influence any single client can exert per
round, which is a formal robustness guarantee
against unbounded poisoning even before Trust
converges. These properties are architectural
consequences of the formulation in Section 5.2
rather than post-hoc claims, and they define the
empirical hypotheses that a later experimental study

will validate.
6.2 Practical Use Cases

Note. The following use cases are presented as
prospective, architecture-level analyses, not as
empirical case studies. Their role is to show that the
mechanisms of Section 5 are meaningful under each
domain's constraints and to identify the deployment
parameters that a subsequent empirical study will
need to instantiate.

6.2.1 Smart Cities
Smart city infrastructures consist of a wide variety

of heterogeneous IoT devices deployed
transportation, surveillance, and public services [11,

in

15]. As seen in earlier works [30, 31], centralized or
static IDS solutions still cannot handle the scalability
and latency issues in these environments. By
enabling distributed, privacy-preserving intrusion
detection that dynamically adapts learning and
response policies to localized threats, AF-IoTS is
well-suited for smart-city implementations [11, 19].

6.2.2 Smart Healthcare Systems

Modern health care systems generate sensitive
medical data with high privacy and reliability
requirements [35]. Federated learning is considered
a prominent solution for privacy-preserving
healthcare analytics in IoT applications [35] and
[37]. AF-IoTS further improves this capability by
introducing trust-aware mechanisms that reduce the
impact of unreliable or compromised devices, which
is important for safety-critical healthcare [9] and
[39].

6.2.3 Industrial IoT

Security that the

environment have been developed and adapted to

techniques can adjust to
various types of industrial environments. With its
ability to support adaptive detection and coordinated

response at the edge, AF-IoTS can offer a resilient
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security foundation for industrial IoT deployments
[29] and [33].

6.3 Comparative Analysis with Existing
Approaches
Traditional intrusion detection system (IDS)

solutions face scalability and single-point-of-failure
issues in large-scale IoT environments [3] and [14].
Table 1 presents an architectural, qualitative
comparison between AF-IoTS and two reference
categories: classical centralized IDS and standard
FL-based IDS. The comparison is qualitative
because the compared classes represent different
design philosophies rather than a single reproducible
benchmark; the intent is to make the architectural
differences explicit before empirical validation is
performed in future work.

Despite being privacy-preserving and decentralized,

existing FL-based intrusion detection system
frameworks use static aggregation and lack
measures  against dynamic and unreliable

participants [18], [19], and [38]. In contrast, the
proposed architecture incorporates adaptivity, trust-

aware aggregation, and cross-layer orchestration,
bringing qualitative  benefits flexibility,
robustness, and Readiness for next-generation IoT
and 6G scenarios [11], [12] and [40].

To further
recently published work, Table 2 provides an
extended architectural comparison against four

in

contextualize AF-IoTS against

representative FL security frameworks from our
reference list: FLTrust [21], FreqFed [26], the
precision-guided approach of

Kumar et al. [27], and FLAD [42]. For each
framework, we report four design dimensions (trust-
awareness, non-IID handling, adaptivity, and cross-
layer integration) alongside the framework's target
domain and its main reported contribution, as
described the original publication. This
comparison is drawn from the papers themselves,
not new experiments. It shows that while each

in

existing framework addresses a subset of the four
design dimensions, AF-IoTS is the only framework
in this set that integrates all four dimensions in a
single architecture.

Table 1: Qualitative architectural comparison between AF-10TS, centralized IDS, and standard FL-based IDS.

# Aspect Centralized IDS FL-based IDS AF-IoTS (Proposed)
. Requi dat . Pri - i b
1 Data privacy equlres. AW QR preserves data locality r1\'/acy preseiving Y
aggregation design
. Limited by central o .
2 Scalability Improved scalability Designed for ultra-dense [oT
bottlenecks
3 AdapFlylty to Dynamic Static configurations L1m1t§q or static | Closed-loop adaptive
Conditions adaptivity control
4 Handling Non-IID Data Poor generalization Partially addressed Explicitly considered
5 Trust-Aware Aggregation | Not supported Rarely supported Integrated trust feedback
Resili to Poisoni
6 et 1e1'10e o Poisoning/ Vulnerable Limited defenses Trust-aware and robust
Byzantine Attacks
Cross-Layer . . .
7 Coordination Absent Typically, isolated Cross-Layer orchestration
8 Edge Intelligence Support | Centralized processing | Partial edge usage Native edge intelligence
9 6G Readiness Not aligned Limited consideration Designed for 6G IoT
Unified dapti
10 | Architectural Integration | Monolithic Learning-centric o 1 ¢ adaptive
architecture

Table 2: Extended architectural comparison between AF-IoTS and four recent FL security frameworks along

four design dimensions.
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6.4 Limitations and Future Research Directions

Although AF-1oTS provides many benefits, it is at
the architectural and conceptual level, and
comprehensive experimental validation is future
work. Future research should focus on
implementing practical adaptive algorithms and
developing large-scale simulations to assess
performance under a variety of attack models and
network conditions [38, 39]. In addition, adopting
emerging technologies such as Al-native security
services or digital twins is a promising way to
enhance adaptive [oT security further [12] and [40].

6.5 Analytical Justification of the Trust and
Clipping Mechanisms

To complement the architectural discussion above,
this subsection establishes two formal properties of
AF-IoTS that follow directly from the mathematical
formulation of 5.2. These properties give a
principled, evaluation-independent justification for
the robustness claims made about the framework.

Property 1: (Bounded Client Influence via
Update Clipping).
The clipping of 5.2.6,

clip — A. . T
AP (6) = A (t). min (1,—“Ai(t)||2> , guarantees

rule

that the L2-norm of every clipped update satisfies
||Af”p (t)|| < 1, irrespective of the magnitude of
2

the raw local update A;(t). Since the aggregation
weight satisfies w; (t) € [0, 1] by construction (it is
a normalized quantity), the contribution of any
individual client to the global update is bounded by

loi@®). a8 @)| <.
2

adversary that submits an arbitrarily large poisoned
update cannot shift the global model by more than
T per round through that single client, regardless of
the attacker's strategy. This gives a per-round,
worst-case robustness bound that holds before the
trust mechanism has had time to converge,
protecting the earliest rounds of training when trust
scores are least informative.

Property 2: (Exponential Trust Decay for
Persistent Adversaries).

Consider an adversarial client i that maintains a

Consequently, an

persistently high-risk score, R;(t) = R4y, for
every round t =ty (for example, by repeatedly
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submitting updates that deviate significantly from
the collective mean). By the instantaneous trust
definition

T;(t) = exp(—R;(t)) of 523, the
instantaneous trust is upper-bounded by T min =
exp(—R_max) for all t > t 0. Unrolling the EMA
recursion

TEMA(t) = ATFMA(t — 1) + (1 — DTi(t) over k
successive  rounds  yields TEMA(t, + k) <
A. TEMA(t,) + (1 —2A%)- Ty Hence TEMA
T i"EMA converges monotonically toward T,,;,at

client's

a geometric rate governed by A; for the default
choice 4 = 0.8 recommended in 5.2.8, roughly 89%
of the decay is achieved within ten rounds (since 1
— 0.8"10 = 0.893). This bounds the number of
rounds during which a persistent adversary can
retain meaningful aggregation weight and
quantifies the trade-off between adversarial
reactivity and stability against transient noises
exposed through the smoothing factor A.

Taken together, Property 1 provides
immediate, non-asymptotic robustness guarantee at
every round. In contrast, Property 2 provides an
asymptotic guarantee against persistent adversaries.
The two mechanisms are complementary: clipping
bounds the damage before Trust converges, and the
EMA trust decay progressively excludes persistent
adversaries from the aggregation. These analytical
properties are architectural consequences of the
formulation and do not depend on any specific
dataset or attacker distribution, which makes them
a suitable evaluation-independent basis for the

design contribution presented in this paper.

an

7. Conclusion

This paper has presented AF-IoTS, an architectural
framework for privacy-preserving and adaptive
intrusion detection in large-scale and heterogeneous
IoT environments. The

federated learning  with
mechanisms: a

framework couples

four coordinated
trust-aware  coordination
mechanism, a diversity-aware client-selection
utility, a trust-weighted robust aggregation rule with
update clipping, and a closed-loop adaptive
controller, all integrated within a single layered
that

centralized or static security solutions. Through this

architecture departs from conventional
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integration, AF-IoTS provides a systematic design
that preserves privacy while remaining scalable and
resilient under dynamic threats and unreliable
participants.

The discussions and prospective use-case
analyses conducted in this work indicate that AF-
[0TS applies to IoT domains such as smart cities,
healthcare systems, and industrial [oT, which
impose combined privacy, reliability, and low-
latency requirements. Unlike current FL-based IDS
methods, AF-10TS explicitly addresses
heterogeneity, non-IID data distribution, and
poisoning resistance at the architectural level. This
effort deliberately focuses on architectural design
rather than a specific algorithmic implementation,
providing a coherent and logically consistent
foundation for trustable and adaptive loT security.

Building upon this foundation, future
research will focus on engineering concrete
adaptive  algorithms, conducting large-scale

experiments under precise attacker models, and
extending the framework toward emerging IoT use
cases enabled by 6G. This paper's contribution is
architectural and analytical rather than empirical.
The study introduces an integrated four-layer
framework that unifies federated learning with a
trust model, a diversity-aware selection utility,
robust aggregation, and a closed-loop adaptive
controller.

The paper further provides explicit
mathematical formulations for all components,
together with the end-to-end algorithm and its
computational cost. The paper also presents a
qualitative  architectural comparison against
centralized and standard FL-based IDS categories,
complemented by a prospective analysis across
three IoT deployment domains. The next stage of
this line of work involves empirical validation on
benchmark IoT security datasets, quantitative
comparisons under specified attacker models, and
statistical dispersion analysis (including mean,
standard deviation, and confidence intervals across
independent runs).
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